What is security problem?
~ Security patch management and other problem examples ~

NIST

Abstract

Applying security patches to fix the vulnerability of information system, it needs the
appropriate management method for suppressing the influence of change impact by the
patches. In this research, with study of the patch application management standard
published from U.S. National Institute of Standards and Technology, we explored the
problem of applying the NIST management standard in Japanese business field. = Moreover,
in process of research, we recognized the necessity of whole company's security counter
measure through the discussion between the researchers about various security incident
issues.
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@ Procedures for Handling Security Patches
Recommendations of the National Institute of Standards and Technology
Peter Mell and Miles C. Tracy
National Institute of Standards and Technology Special Publication 800-40 August 2002
http://csrc.nist.gov/publications/nistpubs/800-40/sp800-40.pdf
() : 235 2004 7 7
http://www.meti.go. jp/policy/netsecurity/downloadfiles/vulhandlingG.pdf
© : 236 2004 7 7
() (1PA) JPCERT
(JPCERT/CC) (JEITA)
(JPSA) @JISA)
(INSA) :

2004 7 8
http://www. ipa.go. jp/security/ciadr/partnership quide.pdf
(e) JPCERT/CC : 2004 8 25
http://www. jpcert.or. jp/vh/quideline.pdf
() JEITA-JISA

2004 10 13
http://it.jeita.or.jp/infosys/info/0407JEITA-quideline/




